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Il COMPANY OVERVIEW m— "I CORPORATE SERVICE OFFERINGS =

COACT, Inc. is a Service-Disabled Veteran Owned Small

Business (SDVOSB) and an accredited FedRAMP Third- CYBER SECURITY COMPLIANCE
Party Assessment Organization (3PAO). For over 25 years,

COACT has provided consulting, Independent Verification

and Validation (IV&V), engineering and compliance support Advisory Strategic Planning, Boundary Scoping, Continuous
services to government and commercial clients to guide Monitoring, ~Authorization Package Development, Risk
them in understanding and fulfilling their security and risk Management, Vulnerability Assessment, Security Assessments,
management needs. COACT is dedicated to delivering Risk Reporting, Disaster Recovery, Remediation Support,
services that meet our customers’ needs and exceed their Documentation Development and Maintenance.

expectations by incorporating knowledge of best practices,
understanding of compliance requirements, and quality
assurance concepts. We are results-driven and focused on
supporting and enhancing the security and compliance

| PROGRAM MANAGEMENT

strategies of our customers by leveraging our high Strategic management support to civilian  Agencies,
standard of ethics and integrity. Department of Defense, and commercial organizations
providing help desk support, technology maturity assessments,

Bl \\WVHY CHOOSE US? mee— project management support, alignment and traceability of

new and existing security requirements.
COACT provides advisory, program management,

compliance support, risk management, and monitoring
services to both government and commercial clients. Our PROCESS IMPROVEMENT
expertise extends beyond our technical ability to
implement and evaluate security using best practices and

an established quality system. The use of our accredited Apply security engineering principles and industry best
quality system and proven workflow processes reinforces practices to support the transformation of individual services
our commitment to the compliance of our customers via and security programs to maximize security and compliance
continuous improvement and standardized services. benefit. Recommend technological changes and introduce
- N new processes to improve customer enterprises and systems.
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Deliver realistic solutions to enhance the security posture of
customer organizations by designing and implementing
compliant systems and services. Ensure information and
information systems are adequately protected and adhere to
existing laws, regulations, directives, and policies.

541330...cciiiiiiiiianne. Engineering Services
541690 ...ccenvinininannnn. Technical Consulting Services LABORATORY I1V&V
541519, ..ot Computer Related Services
541380....ccciiiiiiininnnne. Testing Laboratory
541611 ... Admin. Management and General Advisory services include documentation development and
Management Consulting validation readiness assessments. We have performed over 120
\ J FIPS 140-2 validations for cyptographic technologies and

modules and Security Content Automation Protocol (SCAP)
compliance testing on multiple platforms for all capabilities and
standards.

Company POC: Christine Page
9140 Guilford Rd Suite N, info@coact.com You can find us at:

Columbia, MD 21046 www.coact.com
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Innovative Security and Compliance

COACT, Inc. uses its Quality Management System

and innovative workflow processes to help multiple

Cloud Service Providers (CSPs) architect and configure

FedRAMP-compliant cloud service offerings ahead of
- schedule and reduce costs associated with . security
<implementation and documentation. CSPs that partner with

COACT _ for "~ consulting: ‘and advisory services offer their
esolutions to various private- and public-sector organizations
including government agencies and commercial businesses.
COACT analysts utilized a proprietary boundary scoping
methodology and formalized documentation development
process to prepare the following CSPs for a FedRAMP

assessment and meet compliance requirements.
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Accredited: COACT is accredited as a FedRAMP 3PAO by
A2LA. As an accredited assessment organization, COACT
can help your organization identify vulnerabilities,
understand risks, and optimize your information security
program.

Assessment Team: COACT utilizes a staff of technically
proficient assessors that demonstrate their knowledge and
skills during an annual Baltimore Cyber Range evaluations.
Our personnel also maintain multiple industry certifications
and participate in specialized training courses each year.

Quality Assurance: The accredited Quality Management
System used by the assessment team incorporates Quality
Assurance work products and processes during the
performance of each assessment. Results and evidence are
validated and accurate.

Boundary Scoping: COACT developed a proprietary
boundary scoping methodology that can be leveraged by
both government and commercial organizations to reduce
costs and increase situational awareness. Assessors ensure
the appropriate boundary is defined for each system and
responsible parties are aware of the security status of their
organizational assets.
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ACCREDITATIONS

ISO/IEC 17020:2012
ISO/IEC 17025:2005
SDVOSB

REGISTERED COMPANY

ACCREDITED

Il COACT LABORATORY s—

Our accredited FIPS 140-2 and SCAP validation laboratory
works with multiple vendors of cryptographic technologies
and scanning solutions to verify their products meet
applicable requirements. Laboratory personnel provide
advisory and testing services to our customers to support
the timely and cost-effective development of each product in
preparation for release. Our state-of-the-art laboratory
ensure that testing activities are performed precisely, and
evidence is generated to satisfactorily support the validation
of each tested product.
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COACT personnel maintain multiple industry certifications
that contribute to the technical knowledge base of the
company and bolster the skills of the individuals that
perform assessments and provide advisory services. The
certifications that our personnel maintain include: CAP,
CISSP, CNDA, CEH, MCP, LPT, PMP, RHCT, CTT+.

WWW.coact.com




