SECURITY SERVICES
CAPABILITIES
Security
Compliance
and Consulting
COACT tiered service
offerings range from focused
efforts to address specific
security objectives, to
providing full information
security programs in
commericial, regulatory,
defense, and intelligence
domains.
COACT provides customers
with information security
programs that include
documentation development
services in addition to
independent security
assessments of information
systems. The frameworks
and compliance programs
that our services can
address include:
FedRAMP
FISMA
NIST SP 800-171
LADMF
CJIS
DIACAP to DoD RMF

FedRAMP

FISMA

FedRAMP is a government-wide
program that provides a
standardized approach for
assessing, authorizing, and
continuously monitoring cloud
solutions and services.

Federal agencies and
contractors operating information
systems on behalf of the
government are required to
implement and continuously
monitor security controls in
accordance with FISMA.

COACT is an accredited
FedRAMP Third Party
Assessment Organization
(3PAO) that provides FedRAMP
consulting and assessment
services for cloud service
providers.

COACT provides consulting and
assessment services to assist
organizations in the
implementation of security,
evaluation of risks, and
remediation of vulnerabilities.

NIST SP 800-171
(DFARS/FAR)

NIST SP 800-171 prescribes
security requirements for
Federal agencies to safeguard
Controlled Unclassified
Information (CUI) that resides
outside of agency control. FAR
52.204-21 and DFARS
252.204-7012 require
contractors to ensure the
security and confidentiality of
CUI and Covered Defense
Information (CDI).
COACT can reduce the time and
resources needed to
demonstrate compliance.

LADMF

CJIS

DIACAP to DoD RMF

The National Technical
Information Service (NTIS)
requires that Subscribers of the
Limited Access Death Master
File (LADMF) protect that
information in accordance with
guidance provided in LADMF
Certification Program Publication
100.

There are minimum security
requirements to which Criminal
Justice Agencies (CJA) and
Noncriminal Justice Agencies
(NCJA) must adhere to access
FBI Criminal Justice Information
Services (CJIS) systems and
information.

The transition from DIACAP is
mandated by the new revision of
DoD Instruction 8510.01.
COACT has demonstrated a
vast understanding of the Risk
Management Framework (RMF)
through the development of
information security programs
and the execution of multiple
assessments of Federal and
commercial information
systems.

COACT is an Accredited
Conformity Assessment Body
(ACAB) that can assist
Subscribers in demonstrating
compliance.

COACT is an accredited
assessment organization that
can provide documentation
development and assessment
services to organizations that
must comply with the CJIS
Security Policy.

COACT can assist DoD clients
in the transition from DIACAP to
DoD RMF.

COACT, Inc. is a Service Disabled Veteran Owned Small Business (SDVOSB) and an accredited FedRAMP
Third Party Assessment Organization (3PAO), which was founded in 1990. For over 25 years, COACT has been
providing consulting, Independent Verification and Validation (IV&V), and documentation development services
to both government and commercial clients to guide them in understanding and fulfilling their risk management
and compliance needs.

MAKE DECISIONS WITH IMPACT
Why Choose COACT?
When you choose COACT, you receive far
more than consulting and assessment
services; you gain a true partner with a vested
interest in the success of the establishment
and testing of your information security
program, system, or application. Our role is
providing a means for your organization to
meet your mission/business needs and we
accomplish that by providing value beyond our
competitive pricing. Our goal is to evaluate
your program or system ahead of schedule
and within budget, and improve your overall
security posture.
Since 2001, COACT has provided advisory
and risk management services to government
and commercial clients alike. Our expertise
extends beyond our technical ability to
evaluate information systems using proven
assessment practices and an established
quality system. The use of our accredited
quality system and proven workflow process
reinforces our commitment to the compliance
requirements of our customers through
continuous improvement and standardized
processes. Through each engagement,
COACT ensures that we adapt to your
business needs, which results in a truly
synergistic relationship with our clients.

METHODOLOGY

SCOPING
COACT evaluates the security posture of information
systems and security programs subject to regulatory
compliance. Activities focus on documentation
development and review, definition of system boundary,
and evaluation of policies, procedures, and security

REQUIREMENTS
COACT ensures that organizations implement
safeguards and document implementations to satisfy
the security requirements defined in the respective
framework. Our requirements traceability process
ensures the appropriate controls are implemented.

ASSESSMENT
COACT assesses the implementation of security
controls to demonstrate that systems, facilities, and
procedures are in place to safeguard information
consistent with the security guidelines and
requirements defined in the respective framework.

MONITOR
COACT ensures that organizations meet monitoring
requirements associated with the respective framework
by developing a strategy to assess security safeguards
and continuously evaluate control effectiveness.

Contact our security analysts to see how
COACT can provide risk management services
to your company by leveraging our expertise
and processes to reduce the time and financial
costs needed to achieve compliance.
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